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Preface

Purpose of This Book

This book is part of the Information Systems Security & Assurance (ISSA) Series from
Jones & Bartlett Learning (www.issaseries.com). Designed for courses and curriculums

in IT Security, Cybersecurity, Information Assurance, and Information Systems Security,
this series features a comprehensive, consistent treatment of the most current thinking
and trends in this critical subject area. These titles deliver fundamental information secu-
rity principles packed with real-world applications and examples. Authored by Certified
Information Systems Security Professionals (CISSPs) and experienced cybersecurity con-
sultants, they deliver comprehensive information on all aspects of information security.
Reviewed word for word by leading technical experts in the field, these books are not just
current, but forward-thinking—putting you in the position to solve the cybersecurity chal-
lenges not just of today, but of tomorrow, as well.

Part I of this book on information security fundamentals focuses on new risks, threats,
and vulnerabilities associated with the transformation to a digital world and the Internet
of Things (IoT). Individuals, students, educators, businesses, organizations, and govern-
ments have changed how they communicate, share personal information and media, and
do business. Led by the vision of the [oT, the Internet and broadband communications
have entered into our everyday lives. This digital revolution has created a need for infor-
mation systems security. With recent compliance laws requiring organizations to protect
and secure private data and reduce liability, information systems security has never been
more recognized than it is now.

Part Il is adapted from CompTIA’s Security+ professional certification. CompTIA’s
Security+ is the most widely accepted foundational, vendor-neutral IT security knowledge
and skills professional certification. As a benchmark for foundational knowledge and best
practices in IT security, the Security+ professional certification includes the essential
principles for network security, operational security, and compliance. Also covering appli-
cation, data, and host security, threats and vulnerabilities, access control, identity manage-
ment, and cryptography, the Security+ certification provides a solid foundation for an IT
security career.

Part I1I of this book provides a resource for readers and students desiring more in-
formation on information security standards, education, professional certifications, and
recent compliance laws. These resources are ideal for students and individuals desiring
additional information about educational and career opportunities in information systems
security.
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Preface

Learning Features

The writing style of this book is practical and conversational. Step-by-step examples of
information security concepts and procedures are presented throughout the text. Each
chapter begins with a statement of learning objectives. lllustrations are used both to
clarify the material and to vary the presentation. The text is sprinkled with Notes, Tips,
FYIs, Warnings, and Sidebars to alert the reader to additional helpful information related
to the subject under discussion. Chapter Assessments appear at the end of each chapter,
with solutions provided in the back of the book.

Chapter summaries are included in the text to provide a rapid review or preview of
the material and to help students understand the relative importance of the concepts
presented.

Audience

The material is suitable for undergraduate or graduate computer science majors or
information science majors, students at a 2-year technical college or community college
who have a basic technical background, or readers who have a basic understanding of IT
security and want to expand their knowledge.
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Information Systems Security

HE INTERNET HAS CHANGED DRAMATICALLY from its origins. It has grown from a tool used

by a small number of universities and government agencies to a worldwide network with

more than 3 billion users. As it has grown, it has changed the way people communicate
and do business, bringing many opportunities and benefits. Today the Internet continues to grow
and expand in new and varied ways. It supports innovation and new services such as IP mobil-
ity and smartphone connectivity. When the Internet started, the majority of connected devices
were solely computers, whether for personal use or within a company. In the most recent
years, however, an increasing variety of devices beyond computers, including smartphones,
smart cars, appliances, vending machines, smart homes, and smart buildings, can connect and
share data.

The Internet as we know it today is expanding rapidly as the Internet of Things (loT) takes
over and impacts our day-to-day lives. Although the Internet officially started back in 1969, the
extent to which people depend on the Internet is new. Today, people interact with the Internet
and cyberspace as part of normal day-to-day living. This includes personal use and business use.
Users must now address issues of privacy data security and business data security. Security
threats can come from either personal or business use of your Internet-connected device.
Intelligent and aggressive cybercriminals, terrorists, and scam artists lurk in the shadows.
Connecting your computers or devices to the Internet immediately exposes them to attack.
These attacks result in frustration and hardship. Anyone whose personal information has been
stolen (called identity theft) can attest to that. Worse, attacks on computers and networked
devices are a threat to the national economy, which depends on e-commerce. Even more impor
tant, cyberattacks threaten national security. For example, terrorist attackers could shut down
electricity grids and disrupt military communication.

You can make a difference. The world needs people who understand computer security and
who can protect computers and networks from criminals and terrorists. Remember, it's all about
securing your sensitive data. If you have sensitive data, you must protect it. To get you started,
this chapter gives an overview of information systems security concepts and terms that you
must understand to stop cyberattacks.



Chapter 1 Topics

This chapter covers the following topics and concepts:
What unauthorized access and data breaches are
What information systems security is
What the tenets of information systems security are
What the seven domains of an IT infrastructure are
What the weakest link in an IT infrastructure is
How an IT security policy framework can reduce risk
How a data classification standard affects an IT infrastructure’s security needs

Chapter 1 Goals

When you complete this chapter, you will be able to:

Describe how unauthorized access can lead to a data breach

Relate how availability, integrity, and confidentiality requirements affect the seven
domains of a typical IT infrastructure

Describe the risk, threats, and vulnerabilities commonly found within the seven domains

Identify a layered security approach throughout the seven domains

Develop an IT security policy framework to help reduce risk from common threats and vulnerabilities
Relate how a data classification standard affects the seven domains

Information Systems Security

Today’s Internet is a worldwide network with more than 2 billion users. It includes almost
every government, business, and organization on Earth. However, having that many users on
the same network wouldn’t solely have been enough to make the Internet a game-changing
innovation. These users needed some type of mechanism to link documents and resources
across computers. In other words, a user on computer A needed an easy way to open a
document on computer B. This need gave rise to a system that defines how documents and
resources are related across network machines. The name of this system is the World Wide
Web (WWW). You may know it as cyberspace or simply as the Web. Think of it this way:

The Internet links communication networks to one another. The Web is the connection of
websites, webpages, and digital content on those networked computers. Cyberspace is

all the accessible users, networks, webpages, and applications working in this worldwide
electronic realm.

Anoag
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PART | | The Need for Information Security

Recent Data Breaches in the United States (2013-2015)

The past couple of years have seen a dramatic increase in the number of reported data breaches in the United
States. Both the public sector and the private sector have fallen victim. TABLE 1-1 lists a summary of recent data
breaches, the affected organization, and the impact of the data breach to that organization.

TABLE 1-1 Recent data breaches in the United States, 2013—-2015.

ORGANIZATION DATA BREACH IMPACT OF DATA BREACH

Adobe Systems Incorpo- In a breach on October 3, The hackers stole 3 million

rated: Software subscrip- 2013, Adobe announced that credit card records and

tion database hackers had published data for  accessed 160,000 Social
150 million accounts and had Security numbers (SSNs).
stolen encrypted customer Adobe has offered a year’s
credit card data. Logon creden-  worth of credit monitoring to
tials were also compromised customers affected by the
for an undetermined number breach.

of Adobe user accounts.

Anthem, Inc.: Blue Cross On February 4, 2015, Anthem Individuals whose data was
Blue Shield customer disclosed that criminal hack- stolen could have problems
database ers had broken into its servers  resulting from identity theft

and potentially stolen from its  for the rest of their lives.
servers over 37.5 million re-
cords that contain personally Anthem had a $100 million

identifiable information. insurance policy covering
cyberattacks from American
On February 24, 2015, International Group One.

Anthem raised the number
of victims to 78.8 million
people whose personal infor
mation was affected. The data
breach extended into mul-
tiple brands Anthem uses to
market its health care plans,
including Anthem Blue Cross,
Anthem Blue Cross and Blue
Shield, Blue Cross and Blue
Shield of Georgia, Empire
Blue Cross and BlueShield,
Amerigroup, Caremore, and
UniCare.
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Excellus BlueCross
BlueShield: Blue Cross Blue
Shield customer database

Hilton Hotels & Resorts:
Travel industry customer
and credit card database

Target Corp.: Customer and
credit card database of the
nationwide retailer

Information Systems Security

DATA BREACH

Personal data from more than
10 million members became
exposed after the company’s
IT systems were breached,
beginning as far back as
December 2013. Among the
affected individuals in the Ex-
cellus breach are members of
other Blue Cross Blue Shield
plans who sought treatment
in the 31-county upstate New
York service area of Excellus,
according to the company.
Compromised data includes
names, addresses, birthdates,
SSNs, health plan ID num-
bers, and financial account
information, as well as claims
data and clinical information.

After multiple banks sus-
pected a credit card breach
at Hilton properties across
the country, Hilton acknowl-
edged an intrusion involving
malicious software had been
found on some point-of-sale
systems. Hilton said the
stolen data included card-
holder names, payment card
numbers, security codes, and
expiration dates, but no ad-
dresses or personal identifica-
tion numbers.

In December 2013, a data
breach of Target's systems
affected up to 110 million cus-
tomers. Compromised cus-
tomer information included
names, phone numbers,
email, and mailing addresses.

IMPACT OF DATA BREACH

The suit against Excellus al-
leges that the health insurer
failed to fulfill its legal duty
to protect the sensitive infor-
mation of its customers and
those customers whose data
were stored in its systems.
In addition, the suit alleges
that Excellus knew about
the security breach for over
one month before it publicly
disclosed the incident.

Hilton identified and took
action to eradicate unauthor
ized malware that targeted
payment card information and
strengthened its security. The
company offered one year

of free credit monitoring to
affected customers.

Target agreed to reimburse
some costs that financial in-
stitutions incurred as a result
of the breach, but the retailer
has failed to reach a settle-
ment with MasterCard over
the resulting dispute.

(continues)
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TABLE 1-1 Recent data breaches in the United States, 2013-2015. (Continued)

ORGANIZATION

Experian Information Solu-
tions, Inc., and T-Mobile
USA, Inc.: Database of
T-Mobile customers apply-
ing for credit

Sony Pictures Entertain-
ment: Confidential files,
emails, and employee data

DATA BREACH

On September 15, 2015,
Experian discovered that at-
tackers had breached one
North American business unit
server containing the per-
sonal data of about 15 million
T-Mobile customers who had
applied for credit. -Mobile
shared this information with
Experian to process credit
checks or provide financing.
Social Security and credit
card information was compro-
mised. The Internal Revenue
Service (IRS) has confirmed
that 13,673 U.S. citizens have
been victimized through the
filing of $65 million in fraudu-
lent individual income tax
returns as a result of this data
breach.

On November 24, 2014, a
hacker group identifying itself
with the name Guardians of
Peace leaked confidential
data from the Sony Pictures
film studio. The data leak
included personal informa-
tion about Sony Pictures
employees and their families,
emails between employees,
information about Sony ex-
ecutive salaries, copies of
then-unreleased Sony films,
and other information. In
December, the FBI identified
the Guardians of Peace as
acting on behalf of the North
Korean government.

IMPACT OF DATA BREACH

T-Mobile is suffering reputa-
tional and financial damage
because of the actions of a
third-party partner and not
its own, notwithstanding the
carrier’s choice of business
partners.

On January 2, 2015, U.S.
President Barack Obama
issued an executive order
enacting additional sanctions
against the North Korean gov-
ernment and a North Korean
arms dealer, specifically citing
this cyberattack and ongo-

ing North Korean policies.
Obama also issued a legisla-
tive proposal to Congress to
update current laws to better
respond to cybercrimes like
the Sony hack and to be able
to prosecute such crimes
compatibly with similar offline
crimes while protecting citi-
zens' privacy.
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U.S. Office of Personnel
Management : Agency
of the U.S. Federal
government

The Wendy's Co.: Customer
and credit card database

of the nationwide fast-food
retailer

Information Systems Security

DATA BREACH

In June 2015, the U.S. Of-
fice of Personnel Manage-
ment (OPM) announced that
it had been the target of

a data breach impacting ap-

proximately 22 million people.

The data breach was no-
ticed by the OPM in April
2015. Federal officials de-
scribed it as among the larg-
est breaches of government
data in the history of the
United States. Informa-

tion targeted in the breach
included personally iden-
tifiable information such

as SSNs as well as names,
dates, and places of birth and
addresses. The hack went
deeper than initially believed
and likely involved theft of de-
tailed security clearance-
related background
information.

After becoming suspicious
in December 2015, the
Ohio-based burger chain
began looking into reports
of unusual activity on credit
cards used at Wendy's loca-
tions across the country.
The company hired a team
of cybersecurity experts to
help assess the damage
and is cooperating with law
enforcement in a criminal
investigation. Customers at
as many as 6,000 Wendy's
locations may have been
affected.

IMPACT OF DATA BREACH

The data breach has created
a massive counterintelligence
threat that could easily last
40 years. For every nonmar
ried federal employee in the
background investigation
database, at least four out

of five people will require
monitoring.

For those who have been

married or married more than
once, the number of affected
people is at least 12 out of 14.

The investigation is new and
ongoing, but card breaches
are becoming more and more
common in the restaurant
industry.

Restaurant chains are espe-
cially susceptible, likely be-
cause of their use of outdated
technology.
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Unfortunately, when you connect to cyberspace, you also open the door to a lot of bad guys.
They want to find you and steal your data. Every computer or device that connects to the Internet
is at risk, creating an Internet of Things (IoT) that supports users in all aspects of their lives. Like
outer space, the maturing Internet is a new frontier. There is no Internet government or central
authority. It is full of challenges—and questionable behavior. This questionable behavior is evi-
dent given the data breaches we’ve seen in the past three years alone. In the United States, public
and private sectors have been compromised through unauthorized access and data breach at-
tacks. These recent attacks have been committed by individuals, organized cybercriminals, and
attackers from other nations. The quantity of cyberattacks on U.S. interests is increasing.

With the Internet of Things (IoT) now connecting personal devices, home devices, and
vehicles to the Internet, there are even more data to steal. All users must defend their infor-
mation from attackers. Cybersecurity is the duty of every government that wants to ensure
its national security. Data security is the responsibility of every organization that needs to
protect its information assets and sensitive data (e.g., SSNs, credit card numbers, and the like).
And it’s the job of all of us to protect our own data. FIGURE 1-1 illustrates this new frontier.

The components that make up cyberspace are not automatically secure. These components
include cabling, physical networks, operating systems, and software applications that com-
puters use to connect to the Internet. At the heart of the problem is the lack of security in the
Transmission Control Protocol/Internet Protocol (TCP/IP) communications protocol. This protocol
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Cyberspace: the new Host Users Black-Hat Perpetrators Virus and

frontier.
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is the language that computers most commonly use to communicate across the Internet.
(A protocol is a list of rules and methods for communicating.) TCP/IP is not just one protocol
but a suite of protocols developed for communicating across a network. Named after the two
most important protocols, TCP/IP works together to allow any two computers to communicate.
Connecting two or more computers creates a network. TCP/IP breaks messages into chunks, or
packets, to send data between networked computers. The problem lies in the fact that data are
readable within each IP packet using simple software available to anyone. This readable mode is
known as cleartext. That means you must hide or encrypt the data sent inside a TCP/IP packet
to make the data more secure. FIGURE 1-2 shows the data within the TCP/IP packet structure.
All this raises the question: If the Internet is so unsafe, why did everyone connect to it so
readily? The answer is the huge growth of the Web from the mid-1990s to the early 2000s.
Connecting to the Internet gave anyone instant access to the Web and its many resources.
The appeal of easy worldwide connectivity drove the demand to connect. This demand and
subsequent growth helped drive costs lower for high-speed communications. Households,
businesses, and governments gained affordable high-speed Internet access. And as wireless
and cellular connections have become more common and affordable, it has become easier to

TCP/IP communications
are in cleartext.
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